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Citrix Workspace for Windows: Quickstart Guide

Citrix Workspace is a new service for remotely accessing lab computers in Chichester and Richmond labs. This guide shows
you how to configure and use Citrix Workspace to remotely connect to your lab desktop. The previously used VPN service
for accessing these computers is no longer available.

The remote access via Citrix Workspace is supported by IT Services, for contact details browse to:

https://sussex.ac.uk/its/help

Before you start

Get your credentials

Make sure you have your University of Sussex username and password.

Get an authenticator app

An authenticator app is required for access to Citrix Workspace, it is recommended that you download and install an
authenticator app of your choice on your phone or tablet as a preparatory step. If you already have an appropriate
authenticator app such as FreeOTP, Citrix SSO, Microsoft Authenticator or Google Authenticator, you can use this. If not,
download one of these apps or any other authenticator app that supports the Time-based One-Time Password Algorithm
(TOTP).

The term "token device" is used later in the documentation to describe the device running the authenticator app, typically
a smart phone or tablet.

The term “endpoint device” is used in this guide to refer to the computer you are connecting from (typically a laptop or
home PC).

Citrix Workspace logon page

The address of your Citrix Workspace is:

https://sussex.cloud.com
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Installing Citrix Workspace app (full version)

1. Open your web browser and navigate to https://www.citrix.com/downloads/workspace-app/windows/workspace-app-
for-windows-latest.html

Citrix Workspace app 2009 for
Windows

Release Date: Sep 15, 2020

Compatible with
Windows 10, 8.1, Thin PC as well as Windows Server 2019, 2016, 2012, and 2012R2.

Download Citrix Workspace app for Windows

(132 MB-.exe)

Version: 20.9.0.3 (2009)

2. Browse to the downloaded package, right click on it and choose Run as administrator.

¥| | Manage Downloads - O X
Home Share View App Tools Vv 0
« v 4 ¥ > This.. > Downloads v O P Search Downloads
Name Date modified Type Size
st Quick access
v Yesterday (1)
@ OneDrive @) CitrixWorkspaceApp 14/09/2020.1423 Ayeraifeet e 135979 KR
1 This PC Open
I G Run as administrator
@ Network Troubleshoot compatibility
Pin to Start
@ Move to OneDrive
Ea Scan with Microsoft Defender...
& Share
Give access to >
Pin to taskbar
< . . >
Restore previous versions
Titem 1 item selected 132 MB 8 ~
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3. Click on Start to begin the installation.

@ citrix Workspace
Welcome to Citrix Workspace
Citrix Workspace app installs software that allows access to
virtual applications that your organization provides,
including software that allows access to the applications
that use your browser.
WGrkSPaCE - Allow applications access to your webcam and
microphone.
- Allow applications to use your location,
- Allow access to local applications authorized by your
company.
- Save your credential to sign in automatically.
Click Start to set up and install Citrix Workspace app on
your computer.
CiTRX

4. Accept the license agreement.
@ citrix Workspace
License Agreement
You must accept the license agreement below to proceed,
CTTRIX LICENSE AGREEMENT
Use of this component is subject to the Citrix icense or terms of service
covenng the Citnx product(s) and/or service(s) with which you will be using
this component. This component is icensed for use only with such Citrix
product(s) and/or service(s).
CTX_code EP_R_AI10352779
I accept the license agreement
Mext Cancel
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6. Do not enable the option app protection.

@ citrix Workspace X

App protection

Enable this option to prevent screen captures of the app, and to
protect it from keylogging malware.

|:| Enable app protection

Warning: You cannot disable this feature after you enable it. To
disable it, you must uninstall Citrix Workspace app.
Far more information, contact your system administrator,

Install Cancel

7. Once the installation is successful click Finish. Do not choose the option Add Account.

@ citrix Workspace X

CITRIX

J Installation successful

If you received instructions to set up Citrix Workspace app
with your email or a server address, click Add Account.
Otherwise, click Finish, and you can set up an account later.

Add Account Finish
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9. When you log on to Windows another time a window might pop up suggesting you to add an account. Choose the
option “Do not show this window automatically at sign-in” and then Close

(@ Add Account X

Add Account

Enter your work email or server address provided
by your IT department:

Do not show this window automatically at sign-in.

Close
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Register Token Device with Citrix Workspace

For enhanced security Citrix Workspace uses a second factor for authentication in addition to your UoS credentials. To use
this second factor, you must register your token device with Citrix Workspace. During registration, Workspace presents a
QR code that you scan with the authenticator app installed on your mobile phone or other device (as described in the section
Before you Start).

1. From a computer browse to the Workspace logon page (https://sussex.cloud.com) and click Don’t have a token

&
Citrix Workspace

Usemame

Password
Enter passwor e [

Password Token Don't have 2 token?

CiTRIX'

& English (US) Privacy Policy

2. Enter your username in format username@ad.susx.ac.uk and click Next.

©
Citrix Workspace

To register a token device, you first need to verify your identity. Enter your
username below to send an email with a verification code.

CiTRIx

3 English (US) Privacy Policy
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3. Citrix Cloud sends you an email with a verification code.

@ Workspace

Hello tf238@ad.susx.ac.uk,

To complete registration of your token device, enter the following verification code:

Verification code:

a98f40

Your code is valid for 24 hours and can only be used once.

CiTRIX

4. The email may take up to 5 minutes to arrive. When you receive it, enter the verification code and your ITS login
password, then click Next.

©

Citrix Workspace

Enter your verificasion code and pa: to continue registering
YOUr tolen device.

In some cases, there may be a time delay before you receive the werification
‘email. Try looking in your spam o trash folders.

Stil didn't receive a code? Resend verification emall,

Verification Code

a9Bf40

Passwoed

Cancel

ciTRix

3 English (Us) Erivacy Policy
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5. A QR code and verification code will be shown on the screen.

©
Citrix Workspace

Authenticator apps. such as Citrix S50, Google Authenticator, and Micrasaft
Authenticator, generate random codes that you can use to signin. They do
ot have access o your passward of account information. Use the

app af your

Download Instructions

1 Visi the spp store for your deviee.

2 Search for "Authenticator App.”

3 Downdoad and install the app of your cholce

! Scan QR or type the follawing code
S i

When you click finish all previously registered devices for this account
/7 will be removed. Please ensure you remove existing accounts from
authenticator apps

Finish and Sig

Cancel

6. From the authenticator app, scan the QR code or enter the verification code manually (the example shown is with the
Citrix SSO app).

ol Spried W BT AN 1 oo ..
i Srien w3t am - 1 oo - { Back Citrix $50
Log an to Citrix Warkspace, Add a device
Citrix SSO Bndd scan OR code 10 register & oken on
the device,
- ]
J I Ay
m —

7. Click Finish and Sign In to complete the registration.

8. After completing registration, you can return to the Citrix Workspace logon page (https://sussex.cloud.com) and enter
your ITS username in the format username@ad.susx.ac.uk, followed by your ITS password and the six-digit code
generated by your authenticator app.

©
B :ml? 47 AM ¥ & 100% m-- Workspace
Citrix SSO
iy Bevie :
Add New Token
citrpx
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First time logon (using Chrome)

1. During the first logon a message will appear telling you that Workspace will try to detect if you have the Workspace
app installed on your device. Click on Detect Workspace.

@ Citrix Workspace x  +

< C @ sussexcloud.com/Citrix/StoreWeby/#/home * 6 :

Welcome to Citrix Workspace

For the best experience, use the full set of features bundled with Citrix
Workspace for Windows. Click Detect Workspace to get started.

Detect Workspace

If you do not want to detect/install Citrix Workspace you can use the light
version, with fewer features, in your browser.

Use web browser

citrix




University of Sussex

IT Services
2. A window will appear asking you if you want to open Citrix Workspace Launcher. Select the checkbox “Always allow

Sussex.cloud.com to open links of this type in the associated app” and then click Open Citrix Workspace Launcher.

x4+
* O

& Citrix Workspace
@ sussex.cloud.com/Citrix/StoreWeb/#/home :
|

€« c

————————
Open Citrix Workspace Launcher?

https://sussex.cloud.com wants to open this application.

Always allow sussex.cloud.com to open links of this type in the associated app

Cancel

Open Citrix Workspace Launcher

Just a moment, we're detecting if Citrix Workspace is
already installed.

If Citrix Workspace is detected, you will see a window in a few seconds.
Please choose Launch Application.

If no window appears, proceed to download.

4 | agree with the Citrix license agreement

Already installed Security details

Detect again  Use web browser

citrix

3. Citrix Workspace will show you the available resources if you click on the Desktops tab on the left.

I-B () Search Workspace

UNIVERSITY
OF SUSSEX

@ Home
= All Desktops Sortby: AtoZ
Apps

— Richmond Labs

4. Click on the Desktop which you would like to start. The desktop session will now be initiated.

10
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First time logon (using Firefox)

1. During the first logon a message will appear telling you that Workspace will try to detect if you have the Workspace
app installed on your device. Click on Detect Workspace.

- @& Citrix Workspace x IEd = m)
&«

Cc ® @ & https;//sussex.cloud.com/Citrix/StoreWeb/#/home @ n @ ® =

Welcome to Citrix Workspace

For the best experience, use the full set of features bundled with Citrix
Workspace for Windows. Click Detect Workspace to get started.

Detect Workspace

If you do not want to detect/install Citrix Workspace you can use the light
version, with fewer features, in your browser.

Use web browser

citrix

1"
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2. A window will appear asking you if you want to open a receiver link. “Send to: Citrix Workspace Launcher” should be
already pre-selected. Select the checkbox “Remember my choice for receiver links” and then click Open link.

- O AT *
&«

e Q 0O a https://sussex.cloud.com/Citrix/StoreWeb/#/home - ﬁ m o ®

Launch Applieation X

https://sussex.cloud.com wants to open a receiver link.
This link needs to be opened with an application.
Just a moment, We' sendto:

already installed. Citrix Workspace Launcher
If Citrix Workspace insté ' Choose other Application Choose...
window in a few second
option. Click Open Link.

The Citrix Workspace in
Citrix Workspace Launc
check the license agree
Workspace.

[EARemember my choice for receiver links. |

| agree with the Citri 7S an be changed in Firefox's preferences.
Cancel

Detect again  Use wep prowser — awreagy instauea — securiy aetans

cifrix

3. Citrix Workspace will detect the installed Workspace app and show you the available resources if you click on the
Desktops tab on the left.

-lls () Search Workspace
UNIVERSITY

OF SUSSEX

@ Home

All Desktops Sortby:  AtoZ v
3 Apps

! Richmond Labs

4. Click on the Desktop which you would like to start. The desktop session will now be initiated.

12
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Normal Logon (using Firefox or Chrome)

1. For all subsequent connections after first logon, browse to the Citrix Workspace logon page https://sussex.cloud.com,
enter your ITS username in the format username@ad.susx.ac.uk, followed by your ITS password and the six-digit
code generated by your authenticator app. There is no need to start the Workspace app, it will be started
automatically when required.

2. As seen after the first logon Citrix Workspace will show you the available resources if you click on the Desktops tab

on the left.
US
UNIVERSITY
OF SUSSEX
@ Home
All Desktops Sorthy: | Atoz v
B3 Apps

! Richmond Labs

13
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Change DPI settings

If you have an endpoint device with a high resolution display the remote session might look blurry since the session will be
scaled according to the DPI settings of your Windows device. In order to make Workspace app use the native resolution

of your device also for the remote session while preserving the scaling factor you can change the default behavior of the
Workspace app that is installed on your endpoint device.

1. Look for the Citrix Workspace icon on the Windows taskbar (bottom right of the screen on your endpoint device). It

looks like this: @ Note that it may be hidden in which case you will need to click the up arrow (*) to reveal it. Right
click on the Citrix Workspace icon and select Advanced Preferences

- T
Open

Connection Center
Advanced Preferences
Check for Updates
Help

Exit

2. On the window that appears choose High DPI.

@ Citrix Workspace

Advanced Preferences

Connection center High DPI
Shortcuts and Reconnect Keyboard and Language bar
Citrix Werkspace Updates Data collection
Configuration checker Reset Citrix Workspace
Delete passwords Support information
Citrin Casting Citrix Files

About

Version 20.9.0.3(2009)

@ 2020 Citrix Systemns, Inc. All Rights Reserved.
Third Party Motices

14
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3. On the following window choose the option "No, use the native resolution” and click Save

@ citrix Workspace X

Scale the session for high resolution?

) Yes

(® Mo, use the native resolution

(O Let the operating system scale the resolution

l " REelaunch the session for the changes to take effect.

Save Cancel

4. Citrix Workspace app will now use the native resolution from your device for the remote session, however this might
result in a reduced user experience and performance if the display on your endpoint has a very high resolution.

15
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Logout or disconnect from your lab desktop

It is recommended that you always logout from your session via Windows to free up resources for other students when you
have finished your work.

To logout:

1. Open the Windows 10 start menu (1) and click on the user account button (2). Additional options will appear on the
menu, click on Sign out (3)

w pl

Word PowerPoint

Ng ; Py

OneNote 2016 Publisher Project

Change account settings ~ v A
Lock Visio Access

> Sign out y Web Browsers

Thomas Fuhrmann &s

Documents
Google Chrome  Firefox

] Pictures File Explorer

Settings

o

File Explorer

Power

141N

A Type here to search i ¥ 8 R D) NG e nara020

If you just close your Citrix connection by exiting the Citrix Workspace app or if it closed due to a network interruption, your
remote Windows session will remain active in the background for a further 20 minutes. During this period, you can simply
logon again to Citrix Workspace, click on the desktop icon and you will be reconnected to the Windows session you were
using before. If you do not reconnect within 20 minutes, you will be logged out and the Windows session will end.

After 10 minutes of inactivity your Citrix connection will close automatically but, as above, your Windows session will remain
available for 20 minutes if you wish to reconnect.

16
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